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Information System Security
1. What key elements are found in a good information security system?
Different organizations use different information systems that assist them to carry out their activities. According to Hopkin (2014), information systems are different, but, there are key elements that all systems must have to ensure security. The first one is confidentiality, the information contained in each information system should be confidential, and only authorized people should access it (Hopkin, 2014). That way, no one can steal the information from the organization. One of the methods that can be implemented to ensure confidentiality is the use of a password. Passwords will block any unauthorized person from getting the information. Second, integrity; all information contained in the system must be true. Notably, the information contained in the system should not be misleading in any way. Just like Hopkin, (2014) says "integrity in information systems means maintaining the accuracy of the data". Chiefly, this can be maintained by ensuring the information does not get into the wrong hands in the course of storage or transfer. If the integrity of the information is violated, then that information will not be safe.
2. Explain having a mobile VPN for phones. What is it and why does it help with security?
A mobile VPN is a configuration whereby phones devices such as personal digital assistants can access a virtual private network (VPN) while moving from place to place (Mathews, 2017). The VPN enables the phone's software to switch from one network to another using WIFI. VPN provides internet users with privacy on their information and data security. VPN uses the process of encapsulation, whereby data is wrapped into envelopes that contain metadata and headers. The process ensures that the sender's identity is hidden, and protects the information from eavesdroppers (Matthews, 2017). Again, it protects an individual's identity when browsing. With the use of encryption and IP re-routing, the identity of the browser will remain unknown. VPN encryption ensures that the government will not access your information (Matthews, 2017). For the government to acquire an individual personal data, they will require resources and time to crack the code. With such a system the information of an individual will remain confidential. The VPN is a helpful software for those who are worried that their information may be hacked. With the VPN, a person is assured that no one will get access to his or her private information.
3. What According to your reading (Snyder, 2014) what are some cyber risks that organizations need to prepare for and mitigate?
According to Snyder (2014), hacking is a cyber attack risk that an organization needs to protect themselves against. Over the years, hackers have been making billions by stealing personal IDs, and intellectual property. Such activities have caused many to lose money. Interestingly, since hacking is a great opportunity to make money, more people are getting trained to be hackers, meaning the hacking business is growing rapidly (Snyder, 2014). People and organizations need to equip themselves so that they may not fall victim of this illegal act.  Some of the organizations that are at a high risk of the attacks are those that trade online. Therefore, they need to equip themselves adequately before this happens. Snyder says that one of the ways of mitigating hacking in an organization is coming up with a proactive strategy. The cyber team needs to have a strategy where they prevent attacks, detect the attack, and predict what will happen next. With such a strategy the organization will be safe from these attacks. An additional way is an aspect of accountability. Preventing attacks is not the duty of a specific person, but the duty of everyone. Employees should be trained to prevent attacks by maintaining the confidentiality of the organizational information (Snyder, 2014). These are some of the strategies organizations need to adapt to prevent hacking.
4. Describe the effect that the BYOD policy can have on organization's mobile security plan.
BYOD policy is a movement that allows employees to ‘bring your own devices' (Long, 2014). The system has various advantages to the organization and to the employees. Some of these advantages are organizations save money, employees are satisfied, employers can communicate to the employees at any time, and employees can work from home and many more (Long, 2014). However, there are risks associated with this movement. One, non-employees can access organizational information, since an employee is using his or her own devices to carry out the company's job, outsiders can easily access information about the organization from the employee's personal device. Secondly, insecure applications are crucial. When the organization is in control of its devices, it will install hardware, and software that will ensure their information is secure. But, where an employee owns the device he or she can install any application he or she wants, some of the application may cause the organization's information to be hacked. Third, personal devices may get lost (Long, 2014). Once this happens the organization will lose all the information that was in that particular device. Although companies are adopting the BYOD policy, they should be aware of the risks associated with this system.
5. Do you agree that cyber attacks on an organization are usually caused and/ or set up by someone who is a member of that organization? What are the primary causes as to why someone will conduct a cyber attack on an organization?
I agree that some cyber attacks on the organization are caused by employees. Employees are exposed to a lot of information about the company. If they want to hack into the system, they can easily do so since they have passwords, and some have minimal restrictions. To avoid hacks by employees, the organization should restrict access to certain information. Additionally, they should divide labor to ensure that one employee does not control a specific task on his or her own. Some of the reasons that employees may hack an organization include, demotivation. Some organizations do not motivate their employees by giving them rewards, yet they overwork them. Such employees may set up a hack so that the organization may suffer loses. Some people want what they have not labored for; hence, such employees may hack the system for personal reasons. Organizations should understand the character and needs of their employees to protect themselves from insider hackers.
6. Thoroughly explain a denial of service attack. Why is the Denial of Service Attacks among the hardest to eliminate once its place in a computer and any technical computerized system?
Denial of service attack is an event where the attacker prevents the user from accessing information. The attacker floods the servers which overwhelm the user's resources making it difficult for the legitimate user to access the information (Wilde, 2015). Once a denial of service attack happens, it can take days for an organization to solve it. A denial of service is difficult to eliminate because the attackers overwhelm the server with a lot of unnecessary information. Wilde, (2015) states that "once the information floods the system, the computer cannot differentiate between the good and bad information". It takes time to eliminate the denial of service attack as the server must separate the good and bad information. At the same time, it must get rid of the unnecessary information to stop the downtime. Gaming industries are the frequent victims of this attack. Organizations should come up with ways to avoid this attack as it can sabotage their activities.
7. Thoroughly compare and contrast cybercrime and cyber-terrorism
Cybercrime is any illegal activity that uses the computer as a source of income or commission. Cybercrime includes theft, fraud, and children pornography (Kurnava, 2016). The activities in themselves are crimes, but in this case, telecommunication is used to perpetuate them. An individual or a group can do cybercrime. Cyber-terrorism is a cyber attack where a terrorist group uses computer information to intimidate a society or individual into a certain ideology (Kurnava, 2016). The motive of cyber terrorism is to invoke fear. The terrorists may target governments or government officials to intimidate them into doing what they want.
The differences between cybercrime and cyber-terrorism are one, motive. Another is that the terrorists inform people of their intentions before the attack. Cybercriminals want to remain a secret, and they do not want to be known. Cyber-terrorism may cause death, mental disorder, and physical damage. Cybercrime mainly leads to financial loses and no permanent damage. 
8. Explain the importance of password management. Identify and explain some password strategies that will aid in deterring computer cyber-crimes.
Passwords are important in safeguarding information. Passwords ensure that no unauthorized user will get hold of any information. Passwords should be confidential and unique. Password strategies that may be used to deter cybercrime include using strong passwords (Susan, 2017). A strong password includes both numbers, letters, and symbols. If the password is too simple, then the account runs the risk of getting hacked. Changing one's password regularly is also an excellent password management method, as some can hack your computer once they observe you using the same password over and over. Never forget your password, by using a password manager one will not worry about forgetting passwords. Using a password manager and a robust, one can easily import his or her password in less than two minutes when he or she forgets the password (Susan, 2017). An additional strategy is where a system informs the users of an account when a person login with the wrong password so that the person can know when another tries to hack the system.
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